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Regulatory Framework - Main legislation
Nuclear Energy Act
•

“nuclear energy utilisation shall be safe”; other principal
safety req’s (including security and on-site EP)

Nuclear Energy Decree
•
•

administrative details for licensing and regulatory
oversight
radiological acceptance criteria

STUK Regulations
•

Nuclear safety, Emergency preparedness, Nuclear
security, Nuclear waste management, Safety of Mining
and Milling Practices for Producing Uranium and Thorium

YVL Guides
•
•

status as Reg. Guides in USA
detailed technical requirements, acceptable practices,
guidance for licensee-STUK interaction

Radiaton Act (into force in
December 2018)
• “Security arrangements and
radiation protection must form a
compatible entity.”

STUK Regulations
• 11 regulations issued by virtue of
the Radiation Act, one by virtue of
both Radiation and Nuclear Energy
Acts

ST Guides
• Regulatory guides on radiation
safety
• The guides are recommendatory in
nature
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Regulatory Framework - Safety/securityinterface
Responsibility for the regulatory control of safety and security lies within the same organisation
(STUK)
Actions to ensure the safety/security interface
–
–
–
–

The development process for all of the regulations and YVL Guides is the same
Safety and security expertise of the organisation is used in the preparation
Advisory Committees review the regulations and YVL Guides
Principle: Safety and security measures must be designed and implemented in an integrated manner; security measures do
not compromise safety and vice versa

Important YVL Guides to manage the interface
–
–
–
–
–
–
–
–

A.1
A.3
A.4
A.11
A.12
B.1
D.2

A.1 Regulatory oversight of safety in the use of nuclear energy
A.3 Management system for a nuclear facility
A.4 Organisation and personnel of a nuclear facility
A.11 Security of a nuclear facility
A.12 Information security management of a nuclear facility
B.1 Safety design of a nuclear power plant
B.7 Provisions for internal and external hazards at a nuclear facility
D.2 Transport of nuclear materials and nuclear waste
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Management of safety-security interface
in STUK
• STUK understands safety-security interface as a decision point where both
safety and security issues should be taken into consideration.
• Safety, security (and safeguards) are integrated in the same set of regulations
and regulatory guides.
• Oversight of both safety and security is
organised within the same department (Nuclear
Reactor Regulation) in STUK.

Department of Nuclear Reactor
Regulation
Sections

•
•
•
•
•
•
•
•
•
•

Reactor and Safety Systems
Radiation Protection
Risk Assessment
Operational Safety
Nuclear Security
Organisation and Management System
Mechanical Engineering
Manufacturing Technology
Electrical and I&C Systems
Civil Engineering
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International cooperation – ENSRA and
WENRA
STUK is an active participant in both ENSRA and WENRA
• ENSRA – European Nuclear Security Regulators Association:
• Founded 2004, chaired currently by Finland
• Exchange of information btw. regulators with confident ways (e.g. secure safe web-portal)
• To achieve or promote a common approach of nuclear security practices within Europe
• Working groups on selected topics (e.g. transport, trustworthiness) cross-cutting challenges,
cyber under development
•

WENRA – Western European Nuclear Regulators Association:
– Founded 1999
– To develop common approach to nuclear safety (e.g. publication of safety reference levels), to
exchange information and discuss significant safety issues

Cooperation between ENSRA and WENRA is being strengthened.
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Method development – PRA & Security
Pilot Project
2010

• STUK starts internal pilot for use of PRA in
design of security measures

2011

• STUK & utilities meet and agree to
develop own PRA-based methods

2012

• Unified method for analysing brute force
explosions with PRA

2013

• YVL A.11 update: Nuclear security related
risk analyses shall utilise PRA
• National method agreed:
• Licensees perform explosion PRAs
• STUK continues to develop insider
analysis tool

2016

• Tests with first version of tool

2018

• Definition & design of new tool

2019

• Implementation of new version of tool

Explosion PRA to identify
critical rooms:
- Combination of fire-PRA
and flood-PRA
Explosion occurs in a room and
a. ignites all flammable structures and
components,
b. breaks all flood sources in the room,
c. fails all equipment in the room,
d. blows open all fire doors, spreading the
possible fire to neighbouring rooms,
e. and prevents the operation of fire fighting
systems and operations in the room.
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Method development – PRA, Development
of Insider Tool
Identifies
1. All locations a component can be harmed from
2. Critical (most accessible) combinations of locations
3. Efficiency of protection scheme in preventing a
critical combination of failures
4. Overall efficiency of a protection scheme
Based on
• Critical failure combinations from PRA logic model
• Active and passive
• Including locations to cause initiating event
• Different data bases developed during PRA
• Access routes, protective elements
• Access rights
Design 2018, Implementation 2019

A component (e.g. Pump) can be harmed from many
locations

The two main goals of the method
• to assess the efficiency of different
protection strategies
• to identify important locations that,
when added to a protection strategy,
would improve its efficiency
considerably.
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Key areas - Organization culture for safety
and security
One organization – one culture
• In safety-security critical organizations the
one organization culture should be such
as to take into account safety and security
matters in all decision making
• It is part of risk-informed safety and
security management and part of
continuity management
• It enables the organization to carry out its
functions in normal and abnormal
situations

• To succeed, it requires – in addition to
awareness and willingness to do right –
the knowledge, competence, and the
supporting technology to do so
• The knowledge includes understanding of
the impact to safety and security of one’s
actions and omissions
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Key Areas - Lifecycle and safetysecurity interface
• Safety-security interface should be
considered during entire lifecycle of the
plant.
• Security features should be part of
requirements definition like safety
features
• The safety designers should be aware of
security requirements and constraints in
architectural and system level – and they
should keep security designers informed.
• Operation phase with maintenance tasks,
periodical testing and modifications
requires well planned organisational and
technical security measures

• I&C platforms and components
– especially smart devices may have impact
on safety and security
– systems with built-in security
– the balance between safety (or availability)
and security

• Electrical components may also have
cyber security significance
These aspects are covered in YVL guides
and considered in the oversight carried
out by STUK.
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Key areas - Emergency preparedness and
response
• There are several areas that should be coordinated to enable effective response, and many of
them entail safety-security interface management:
– Response plans
•

•
•
•

for accidents and for security events, for physical
and information security/cyber security/computer
security incidents
for on-site and off-site
of different off-site organisations
national and facility specific response plans

– Efficient and secure information exchange
•

•

Correct application of confidentiality and
availability (need to know and need to share)
Ensuring integrity of information relevant to
detection and response

– Exercising all areas and their interfaces

The Finnish regulations and regulatory
guides require integrating the nuclear
security and emergency arrangements
as well as conducting regular
emergency exercises, security event
exercises and combinations thereof.
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Conclusions
• Nuclear safety and security share a common objective - both are
needed to achieve it
• Nuclear safety and security regimes may be implemented in a joint
legal and regulatory framework
• Many of the safety and security measures benefit one another, while
some may have potential for conflict
• We endeavour to manage the safety-security interface in order to take
advantage of the synergies and to avoid adverse effects of conflicting
requirements
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Thank you!
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