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Crises are ubiquitous

In order to manage a crisis, 
it is necessary:

to recognise or detect it, 
to set appropriate goals,

A crisis is an unstable condition (political, economic, social, technological, 
environmental) involving impending abrupt or decisive changes.

to know what to do, 
to have the means to do it, 

to follow how it develops.
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Nature of crises and disasters

The onset is sudden and usually unforeseen – but the crisis itself 
need not be unimaginable.

Sudden, 
surprising

There is a serious disruption of the functioning of a service, 
community, or a society.Serious

Significant and widespread human, material, economic and/or 
environmental losses that exceed the ability of the affected 
community or society to cope within its own resources.

Overwhelming

The development of events following the sudden onset is so rapid 
that it exceeds the ability to respond.Swift, rapid

Events often develop in unexpected directions, thus challenging 
the readiness and resources of the responding organisations.Unpredictable
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Three categories of threats

Frequent events where the system can learn how to respond. 
E.g., medication errors that only implicate a single patient, and 
potentially can be brought under control.
Solutions can be based on standard responses

I: Regular threats

II: Irregular threats 
One-off events, but so many and so different that it is practically 
impossible to provide a standard response. They are often 
unexpected although they are imaginable. (Example: Apollo 13)
Solutions require improvisation.

III: Improbable or unexampled events

Events that have never happened, and that exceed the 
organisation’s collective experience. (E.g. Chernobyl, 9/11, financial 
crisis 2008, Fukushima, Utøya) 
Solutions requires resilience. 

Westrum (2006)
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Low, but imaginableHigh Rare and 
unimaginable

Threat characteristics
Regular threats

Frequency

Severity, 
consequences Low, well-known Serious, reason for 

concern
Extremely high, 
disastrous

Resources Available and 
appropriate

Partly available, but 
not exclusive

Rudimentary or non-
existent

Readiness 
(responses) High, justifiable cost Low, cost is disputed Missing, cost 

prohibitive

Responses Specific, prepared. 
Specific capabilities

Generic, generic 
capabilities

Unique, created on 
the spot

Data, 
information

Statistics, event 
reporting

Simplified models, 
experience Hunches, intuition 

Irregular threats Unexampled events

Normal operation Crisis
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Requisite imagination

Requisite Imagination is the fine art of anticipating what might go 
wrong.
It requires the ability to imagine key aspects of the future we are 
planning, and that  sufficient time is used to reflect on how this 
may fail either alone or in combination.

If the imagination is insufficiently rich to capture what can 
actually happen, i.e., if the variety (richness) of the imagination is 

less than the variety (richness) of actual events, then there will be 
surprises. The larger the differences is, the more surprises there 

will be. 

Adamski & Westrum (2003)



© Erik Hollnagel, 2012

There is a near infinite number of ways in which something can go wrong. The trick is 
to find those that are both unlikely and potentially serious.

Pr
ob

ab
ilit

y 
(p

)

Consequences

Unknown 
(unsafe)

Where is the cut-
off point?Known 

(safe)

Imagining what may happen

How safe 
must we be?

How much can 
we spend?
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Financial crisis of 2008

Partially … I made the mistake in presuming that the self-
interest of organisations, specifically banks, is such that they 
were best capable of protecting shareholders and equity in the 
firms … I discovered a flaw in the model that I perceived is the 
critical functioning structure that defines how the world works. I 
had been going for 40 years with considerable evidence that it 
was working exceptionally well.

.. once-in-a-century credit tsunami, … 
that … turned out to be much broader 
than anything I could have imagined.
Alan Greenspan, Guardian, October 24, 
2008
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Problems of imagination?

I believe that it is important that we recognize 
that although it is impossible to predict the 
future, the one thing that is certain is the 
uncertainty of it. 

Tony Blair, Parliamentary debate, March 14 
2007 (on whether the UK should maintain a 
nuclear deterrent.)

Most of us have a fairly naive understanding of probabilities. We tend to believe that 
the most probable thing will happen and are surprised every time it does not.
We tend to forget two things. 

First, that the most probable thing to happen is not the only possible thing to 
happen. 
Second, that even if something is very improbable, then it is still possible that 
this improbable something may happen.
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Limits of imagination

"It is beyond our imagination to even find a theory that 
would cause the food [derived from clones] to be unsafe," 
Stephen Sundlof, the FDA's chief food safety expert, told 
reporters. (2008)
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Past Future

Minimising or eliminating 
unwanted process variability

Present

What causes the 
loss of control?

What can help maintain 
or regain control?

No anticipation
Lack of time

Inability to respond

Sufficient time

Ability to respond

Lack of resources Ability to plan 
and act

Not knowing what 
has happened,  

what happens, and 
what will happen

Knowing what has 
happened, what 

happens, and what 
will happen

Loosing and maintaining control

What has 
happened?

What will 
happen?

What happens?

Views

Good anticipation
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STRATEGIC

TACTICAL

OPPORTUNISTIC

SCRAMBLED

Joint system control modes

Complete 
control

No 
control

Well-planned, highly 
organised performance, 
high reliability

Well-organised 
performance but limited 
planning, good reliability

Loosely organised 
performance, scanty 
planning, limited chance 
of success

Disorganised 
performance, failures 
very likely
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AnticipateMonitorLearn

Respond

Four resilience abilities

Knowing what to do, 
being capable of doing it. 

Knowing what to 
look for (indicators)

Finding out and 
knowing what to 
expect

Knowing what has 
happened
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Control levels and resilience abilities

Effective

Effective

Simple 
calculative

Stereotyped 
reactiveScrambled

Opportunistic

Tactical

Strategic Double-loop 
learning

Single-loop 
learning

Simplified 
categories

NIL

Mindfulness

Focused but 
flexible

Focus 
gambling

Binary 
(success / 

fail)

High

Limited to 
near term

NIL

NIL

Learn Monitor AnticipateRespond
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Reactive organisation

Accident

Surprise!
Scrambling 
for action

Activate ready-
made plans

Safety planning
Preparing for 

regular threats

Accident
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Interactive (attentive) organisation

Accident

Situation assessment, 
reorganisation

Evaluation, 
learning

Safety planning
Preparing for 

unexampled events

Occasional health checks 
using pre-defined indicators

Prepared and alert
Looking for expected 

situations.
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Proactive (resilient) organisation

Accident

Alert and 
observant.

Situation assessment, 
reorganisation

Constantly self-critical 
and inquisitive

Evaluation, 
learning

Safety planning
Preparing for 

unexampled events

Alternative ways of 
functioning
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Resilience is a long-term quality

Respond Learn
Anticipate

prepare

Non-resilient organisation.
When the design state (thoroughness) is completed, 

productivity (efficiency) takes over. The ability to respond 
may slowly erode so that a short-term efficiency gain 

becomes a long term liability.

Resilient organisation.
Design assumptions are questioned. The ability to respond 
is continuously assessed and maintained (proprioceptive 
mindfulness). Thoroughness in the present is recognised 

as necessary for efficiency in the future.
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Resilience and what individuals do

Anticipating

Factual Critical Potential

Actual

Monitoring

Responding

Learning

A single individual cannot address 
all four abilities equally well, and 
will normally prioritise the ability 
to respond.  
ETTOing will affect the trade-off 
between the four abilities. 

This way is much quicker
No time (or resources) to do it now
Can’t remember how to do it
We always do it this way
It looks like X (so it probably is X)
We must get this done (ready in time)
We must not use too much of X

Looks fine
Not really important

Normally OK, no need to check now
I’ve done it hundreds of times before

Will be checked by someone else
Has been checked by someone else

Individual 
ETTO rules
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Resilience and what organisations do

Anticipating

Factual Critical Potential

Actual

Monitoring

Responding

Learning

An organisation can allocate 
resources to all four abilities, 
according to its priorities. ETTOing 
will affect how well each ability is 
addressed (trade-off within 
abilities).

Reduce redundancy
Double-bind (DO and DON’T)

Reject conflicting information
Reduce unnecessary cost and effort

Meet ‘production’ targets (‘safety first’ but … )
Negative reporting (only report when something is wrong)

Organisational or 
collective ETTO rules
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The ETTO – TETO paradox

Thoroughness

Efficiency

Thoroughness

Efficiency

Efficiency in the present 
requires thoroughness in 

the past.

Efficiency in the future  
requires thoroughness in 
the present.

Learning and preparing  
indicators & responses

Learning and preparing  
indicators & responses

In order to be resilient it is necessary that short-term ETTO is balanced by long-
term TETO (Thoroughness-Efficiency Trade-Off)
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Fixing what was wrong after an 
accident is too little, too late.
Safety cannot be REACTIVE 
(looking back), but must also be 
PROACTIVE (look ahead)

Decision dilemma

Possible 
outcome

Possible outcome

Save or delay 
investment

When accidents happen, people 
often wonder why opportunities to 

avoid bad outcome were missed 
(counterfactual reasoning). This 

goes for workers as well as 
managers. 

Invest in safety

Accident statistics
Business outlook

Public opinion
Risk assessment 

Market pressures 

Investment 
decision
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Safety-I pay-off matrix

Unnecessary 
cost

“Justified” 
saving

Justified 
investment

Bad judgement, 
bad luck

No accidents Accidents

Investing in risk reduction 
(Safety-I)

Not investing in safety

Anticipated events and 
outcome values

Decision alternatives

1 – p pEstimated likelihood of 
accidents
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Safety-II pay-off matrix

Better 
everyday 

performance
Acceptable 

performance

Justified 
investment

Bad judgement, 
bad luck

No accidents Accidents

Investing in improved 
performance (Safety-II)

Not investing in 
performance

Anticipated events and 
outcome values

Decision alternatives

1 – p pEstimated likelihood of 
accidents*

* But p will be smaller than for Safety-I
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Conclusions

The unexpected cannot be managed before it happens. If it could, it would not be
unexpected!

The unexpected can be managed (or controlled) when it happens, provided the
organisation is prepared to do so.

To manage the unexpected, the organisation must be able to respond and
monitor in an effective and flexible manner.
Before, during, and after the crisis, the organisation must be able to anticipate
and learn – and to monitor itself (proprioceptive mindfulness).

To manage the unexpected we must accept that it can happen – not by proving it  
through calculations, but because we accept that our ability to produce socio-
technical systems exceed our ability to understand them.

It is the dilemma of nuclear safety that we inadvertently create the complexity of 
tomorrow by trying to solve the problems of today with the mindset of yesterday.


	FRAM Course – Module 1: The change from linear to non-linear predictions
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	On making predictions
	Slide 10
	Maintaining control
	Slide 12
	Slide 13
	Slide 14
	Reactive organisation
	Slide 16
	Proactive (resilient) organisation
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Sentry’s pay-off matrix
	Slide 24
	Slide 25

